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1. Manual for the Reporting Person 

1.1 Submitting a report 

 

 

 

The SD Whistle home page is available at customer.sdwhistle.com. 

The Reporting Person can create a new report via the ‘Report’ button and log in via the button at 

the top right to access an existing report. 
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The ‘Report’ button directs the Reporting Person to the next screen: 

 

 

 

It is explained here that the Reporting Person has the choice of making a report anonymously or 

confidentially. 

With an anonymous report, at no time is the identity of the Reporting Person requested by the 

application. Even in further communication, the identity remains fully protected. 

In the case of a confidential report, the Reporting Person decides to enter his identity in the 

application. However, when dealing with the case, at no time may the identity of the Reporting Person 

be disclosed, except in the cases provided for by law. 
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1.2 Details of the report 

After the Reporting Person clicks the ‘Report’ button, the application asks to enter the details of the 

report. 

 

 

 Subject: The Reporting Person enters a title or subject for the report. 

 Description: The Reporting Person gives a full description of the wrongdoing here. 

 Person(s) involved: Here the Reporting Person can – if applicable – enter the persons 

concerned who are responsible for the breach. 

 Witness(es): The Reporting Person can indicate who has knowledge of the facts, excluding 

himself.  

 Location: In this free text box, the Reporting Person can indicate the location where the facts took 

place. 

 Ongoing: This drop-down list allows the Reporting Person to specify whether the breach is 

ongoing or the breach is already over. A typical example is a dangerous situation in the workplace 

that has not yet been resolved. 

 From - To: When did the facts take place? This date picker can be used to specify when the facts 

started and possibly ended. 

 Attachments: The Reporting Person can add files that may support the report (e.g. photos, 

videos, Word or PDF files) using the attachment button at the bottom of the page. 
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1.3 Anonymous or confidential 

On the next screen, a slider allows the Reporting Person to choose whether the report should be 

made confidentially or anonymously. In the case of an anonymous report, the Confidential Advisor will 

not receive any identifying information from the Reporting Person. 

 

       

 

The application defaults to an anonymous report. 
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1.4 Account registration 

In the next screen, the Reporting Person can choose a username with which to log into the application 

afterwards. The Reporting Person’s username will be visible to the Confidential Advisor when the latter 

opens the report in the application. The Reporting Person chooses a strong password. The application 

will only accept sufficiently strong passwords. 

For security reasons, the password cannot be recovered or reset if the Reporting Person forgets 

it. In this case, the Reporting Person must submit the report again. 

To submit a report, the reporter must agree to the privacy policy, which can be viewed here. An 

automatic captcha checks that the user is not a robot making false reports. 
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1.5 Overview 

Once the report has been successfully received by the application, the Reporting Person will receive a 

summary of the report along with a unique case ID. 
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1.6 Consult a report 

If the Reporting Person has reported confidentially, their email address is known and the application 

will send an email notification when there is a message for the Reporting Person. If the Reporting 

Person has reported anonymously, this is not possible and the Reporting Person will have to log in on 

their initiative to find out about any messages from the confidential advisor. 

This email will contain the following message: 

 
 

By following the link, the Reporting Person can log into the application and view the content of the 

communication. In this way, the Reporting Person can also send new messages and attachments to 

the Confidential Advisor. 
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2. Manual for the Confidential Advisor 

2.1 Support 

If you run into problems or if you have any questions, you can contact us by sending an e-mail to 

marketplace@sdworx.com. 

2.2 Roles and responsibilities 

Two roles exist in the application: ‘Confidential Advisor’ and ‘Confidential Advisor (admin)’. The 

Confidential Advisor can communicate with the Reporting Person and modify properties such as 

priority, status, title, etc. of a report. The Confidential Advisor (admin) can do everything the 

Confidential Advisor can do, plus manage users. 

2.3 Account activation 

The Confidential Advisor will receive an activation email with a unique link to activate the account: 

 

 
 

  

mailto:marketplace@sdworx.com
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After clicking on the link, the Confidential Advisor will be taken to the activation screen where a 

username and strong password must be chosen. The username will be visible to the Reporting 

Person when they log into the system (see the last screenshot on page 8). 

 

 
 

As the application may contain highly sensitive data, the security of this data is a top priority. 

Therefore, the application does not store passwords, even in hashed form. A lost password will 

result in a permanently inaccessible account. It is therefore extremely important to remember 

your password. 

A message will then appear indicating that activation has been successful. The next step is for the 

Confidential Advisor to log in for the first time. 

 

Clicking on the ‘here’ link will take the Confidential Advisor back to the home page of the application.  
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To log in, use the button at the top right. 

 

 

This will take the Confidential Advisor to the login page: 

 

After the first login, the following screen will appear, indicating that two-factor authentication (2FA) has 

been enabled. The 2FA step is mandatory and cannot be disabled due to the sensitivity of the data. 
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This email looks like this and contains a link to enable two-factor authentication. 

 
 

Following this link, the Confidential Advisor will need to log in again and will be taken to the following 

screen. 

 
The Confidential Advisor installs an app such as Google Authenticator, Authy, Microsoft Authenticator, 

or an equivalent app on their smartphone. After scanning the QR code, the app displays a 6-digit code 

that refreshes every 30 seconds. 
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The next step is to enter the access code for the first time: 

 
The Confidential Advisor will then automatically enter the application: 

 

2.4 Login as Confidential Advisor 

The application can be accessed via client. sdwhistle.com, where client is a self-selected abbreviation 

for the organisation. 

 

 

The Confidential Advisor logs in to the application by clicking on the Login button in the top right-hand 

corner and entering the username and password, followed by the 2FA authentication code. 
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2.5 Case overview 

After logging in, the Confidential Advisor is automatically taken to the case overview: 

 

The application displays some useful information per report, such as report date, case ID, subject, 

status, priority, and deadline.  

The filter function in the top menu allows you to limit the case view to only those reports that meet the 

specified parameters.  

2.6 Receiving a report 

When a report is made, the Confidential Advisor will receive an email with the following message: 

 
A direct link takes the Confidential Advisor (after logging in) to the case page of the report: 
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Communication with the Reporting Person is visible in the middle. The Confidential Advisor can 

communicate with the Reporting Person via chat messages. 

2.7 Customise report properties 

On the left-hand side of the screen are the report properties, the following of which can be modified by 

the Confidential Advisor: 

 Description 

 Qualifications 

 Status 

 Priority 

 Location 

Changes to the report properties must be saved using the        button. 

All changes to the case are logged in the centre of the screen. This log provides an audit trail of 

the case's progress. This is an integral part of the integrity of the process. This audit trail is, of 

course, not visible to the reporting person. Only the messages sent by the Confidential Advisor 

to the Reporting Person are visible to the Reporting Person. 
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2.8 Sending an acknowledgement receipt to the Reporting 
Person 

The Confidential Advisor will acknowledge the proper receipt of the report in the first communication to 

the Reporting Person. This must be done within 7 days in accordance with the Whistleblowing 

Directive 2019/EC/1937. This deadline is automatically tracked by the application in the top left-hand 

corner of the case screen. 

Once the Confidential Advisor has replied to the Reporting Person, the application automatically 

changes the status from ‘New’ to ‘In process’. In addition, once the report is received, the deadline for 

its resolution is automatically set to 3 months, in compliance with the Directive. 

2.9 Encrypted communication with other Confidential 
Advisors 

Email communication between Confidential Advisors about confidential reports should be avoided as 

this is not a secure communication channel. 

The application provides a chat function with the other Confidential Advisors. This chat is encrypted 

and cannot be accessed by third parties. 
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2.10 Internal note 

For each case, the Confidential Advisor can annotate their notes or those shared with other 

Confidential Advisors via ‘Internal note’ in the top right-hand corner. After clicking on the        icon, a 

text editor will appear in the centre of the screen. After entering or modifying the text, the internal note 

must be saved using the ‘Save’ button at the bottom. 
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2.11 Statistics 

The Confidential Advisor can get an overview of the cases he has access to via ‘Stats’ in the top 

menu. 

 

The 'From' and 'To' dates at the top of the page allow you to select the period for which the statistics 

are to be calculated.  

The statistics contain a range of interesting data, including the average time it took the Confidential 

Advisors to comply with the deadlines as foreseen in the Directive. 
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2.12 Profile page 

The Confidential Advisor can edit their profile by clicking on their name in the top right-hand corner. 

 

Here, the Confidential Advisor can add their profile picture, complete their personal details and change 

their password. 

Only the username is visible to the Reporting Person. 

  



 

 20 

2.13 User management 

Click on the three vertical dots at the top right to access the ‘Users’ menu. This page lists the users 

who have access to the application. 

 

Users with the ‘Confidential Advisor (admin)’ role can: 

 invite users using the       button in the top left-hand corner; 

 

 grant users automatic access to new reports via the checkbox in the ‘Access new reports’ 

column; 

 (de)activate users via the checkbox in the ‘Active’ column. 

2.14 Language selection 

In the same menu, under the three vertical dots, the language can be changed. 

This does not affect the reporter's choice of language. Their reporting portal will still work in their 

chosen language. 
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